
D D O S  D L A  

P O C Z Ą T K U J Ą C Y C H

A U T O R :  M A T E U S Z  S A J K O W S K I



P O  P R O S T U  P I N G ?

• Może wydawać się, że aby dokonać ataku typu DDoS, wystarczy pingować daną stronę 

dużą ilością pakietów, aż padnie. Taki atak nazywa się Ping Flood (lub ICMP Flood). 

Jednak nie jest on zazwyczaj zbytnio skuteczny (w sieciach jakkolwiek zabezpieczonych). 

Wystarczy w ustawieniach serwera wyłączyć odpowiedzi na protokół ICMP, a taki atak 

stanie się niemożliwy.

Używa protokołu ICMPNarzędzie hping3, 

wbudowane w kali

Zabij, wyślij tyle pakietów, ile się tylko da

Adres ofiary



T O  M O Ż E  T C P !

Syn flood attack korzysta z protokołu TCP, a dokładniej z technologi 3-way handshake, 

wysyłając ciągle zapytania do strony, a następnie je porzucając.

SYN

SYN

SYN

Narzędzie hping3, 

wbudowane w kali

Narzędzie korzysta 

domyślnie z protokołu TCP, 

więc cyferki brak

Port, który chcemy zaatakować

SYN attack

Zabij Adres 

ofiary

Wielkość pakietu 

(w tym przypadku 

200 bajtów)





L O W  O R B I T  I O N  C A N N O N



L O W  O R B I T  I O N  C A N N O N
• Low Orbit Ion Cannon (LOIC) is an open-source network stress testing and denial-of-

service attack application written in C#. LOIC was initially developed by Praetox

Technologies, however it was later released into the public domain and is currently 

available on several open-source platforms.

• LOIC performs a DoS attack (or, when used by multiple individuals, a DDoS attack) on a 

target site by flooding the server with TCP, UDP, or HTTP packets with the intention of 

disrupting the service of a particular host. People have used LOIC to join voluntary 

botnets.



L O W  O R B I T  I O N  C A N N O N
• LOIC was used by Anonymous during Project Chanology to attack websites from the 

Church of Scientology, once more to (successfully) attack the Recording Industry 

Association of America's website in October 2010, and it was again used by Anonymous 

during their Operation Payback in December 2010 to attack the websites of companies 

and organizations that opposed WikiLeaks.



L O W  O R B I T  I O N  C A N N O N
• Security experts quoted by the BBC indicated that well-written firewall rules can filter out 

most traffic from DDoS attacks by LOIC, thus preventing the attacks from being fully 

effective. In at least one instance, filtering out all UDP and ICMP traffic blocked a LOIC 

attack.

• LOIC attacks are easily identified in system logs, and the attack can be tracked down to 

the IP addresses used.





L O W  O R B I T  I O N  C A N N O N



H I G H  O R B I T  I O N  C A N N O N



H I G H  O R B I T  I O N  C A N N O N
• High Orbit Ion Cannon (HOIC) is an open-source network stress testing and denial-of-

service attack application designed to attack as many as 256 URLs at the same time. It 

was designed to replace the Low Orbit Ion Cannon which was developed by Praetox

Technologies and later released into the public domain. The security advisory for HOIC 

was released by Prolexic Technologies in February 2012.



H I G H  O R B I T  I O N  C A N N O N
• HOIC was developed during the conclusion of Operation Payback by the hacktivist collective 

Anonymous. As Operation Payback concluded there was massive pressure on the group from law 

enforcement agencies, which captured and prosecuted more than 13 individuals connected with the 

group. This forced many members of the group to rethink their strategies and subsequently this part of 

the group launched Operation Leakspin. However a large part of Anonymous remained focused on 

launching opt-in DDoS attacks. However the Low Orbit Ion Cannon was not powerful enough to launch 

attacks with such a limited number of users. HOIC was designed to remedy this with the ability to cause 

an HTTP Flood with as few as 50 user agents being required to successfully launch an attack, and co-

ordination between multiple users leading to an exponential increase in the damage. HOIC was the first 

tool of its kind to have support for the so-called "booster files", configurable VBscript modules that 

randomize the HTTP headers of attacking computers, allowing thousands upon thousands of highly 

randomized combinations for user agents. Apart from allowing user agents to implement some form of 

randomization countermeasures the booster files can and have been used to increase the magnitude of 

the attack.



H I G H  O R B I T  I O N  C A N N O N
• While HOIC (similarly to LOIC) still has no significant obfuscation or anonymization 

techniques to protect the user, the use of .hoic "booster" scripts allows the user to specify 

a list of rotating target URLs, referrers, user agents, and headers in order to more 

effectively cause a DoS condition by attacking multiple pages on the same site, as well 

as make it seem like attacks are coming from a number of different users.



H I G H  O R B I T  I O N  C A N N O N
• The basic limitation of HOIC is that it requires a coordinated group of users to ensure that the 

attacks are successful. Even though it has allowed attacks to be launched by far fewer users 

than the older Low Orbit Ion Cannon, HOIC still requires a minimum of 50 users to launch an 

effective attack and more are required to sustain it if the target website has protection. 

Another limiting factor is the lack of anonymizing and randomizing capability. Even though 

HOIC should, in theory, offer anonymizing through the use of booster files, the actual 

protection provided is not enough. Furthermore, anonymizing networks such as TOR are not 

capable of handling the bandwidth of attacks generated by HOIC. Any attempt to launch an 

attack using the TOR network will actually harm the network itself. However, Anonymous 

members routinely use proxy servers based in Sweden to launch their attacks. It has been 

speculated that this is due to the notion that Sweden may have stricter internet privacy laws 

than the rest of the world.



S A P H Y R A • Jest to skrypt, który generując różne nagłówki HTTP udaje, iż 

zapytania pochodzą z kilku urządzeń na raz. Dzięki temu, Firewall 

zorientuje się później, że jest on atakowany.



J A K  S I Ę  B R O N I Ć ?
• „Stopping the DDoS: Once we identified the type of attack, blocking was easy enough. 

By default, they were not passing our anomaly check, causing the requests to get 

blocked at the firewall. One of the many anomalies we look for are valid user agents, and 

if you look carefully you see that the requests didn’t have one. Hopefully, you’ll also 

noticed that the referrers were dynamic and the packets were the same size, another 

very interesting signature. Needless to say, this triggered one of our rules, and within 

minutes his site was back and the attack blocked.”



J A K  S I Ę  B R O N I Ć ?
• „Stopping this DDOS: After what felt like hours, but was actually seconds (OK, maybe 

minutes) we noticed another anomaly, or what we’d classify as a signature in the new 

DDoS pattern. The attacker was rotating IP’s within a few seconds of each other, rotating 

referrers and user agents, all the while performing search requests. Finally, something 

we could build a rule for, thanks for that. Now each time we see the same IP with a 

different user agent / referrer within a small period of time, we’re able to block access. 

Within minutes, the attack was contained.”



N I E  T Y L K O  

T U R B O  

D Ł U G I E  

S K R Y P T Y



B O T N E T ! ! ! ! ! ! !

• byob (build your own botnet) to oprogramowanie służące do robienia własnych botnetów. 

Generuje ono skrypty, które po uruchomieniu na komputerze ofiary, zamienią go w 

naszego małego botneta, gotowego do działania.











L E G A L N O Ś Ć ?
• Primarily, HOIC has been designed as a stress testing tool and can be lawfully used as 

such to stress test local networks and servers provided the person initiating the test has 

authorization to test and as long as no other networks, servers, clients, networking 

equipment or URLs are disrupted.



L E G A L N O Ś Ć

?



L E G A L N O Ś Ć ?



Ź R Ó D Ł A
• https://youtu.be/eZYtnzODpW4

• https://github.com/H1R0GH057/Anonymous

• https://en.wikipedia.org/wiki/Low_Orbit_Ion_Cannon

• https://en.wikipedia.org/wiki/High_Orbit_Ion_Cannon

• https://www.radware.com/security/ddos-knowledge-center/ddospedia/hoic-high-orbit-ion-cannon/

• https://en.wikipedia.org/wiki/HTTP_Flood

• https://blog.sucuri.net/2014/02/layer-7-ddos-blocking-http-flood-attacks.html

• https://github.com/malwaredllc/byob
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